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Privacy versus pedagogy — students’ perceptions of using
learning analytics in higher education
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The rapid recent use of learning analytics (LA) in higher education, specifically during the
COVID-19 pandemic, allows the monitoring of users' behavior while learning. Using LA may
promote students' learning outcomes but also intrude into their privacy. This study aimed
to explore students’ behaviour and perceptions towards privacy and data protection when
using LA for pedagogical needs, examine the privacy trade-off of students' willingness to
share personal information in exchange for pedagogical benefits and understand the
predicting variables for this privacy trade-off. A model was developed containing five groups
of influencing variables (demographic data, perceptions, feelings, behaviour and
awareness) on the privacy trade-off. A total of 1,014 students completed an online
questionnaire. The results found that students do care about their privacy but are not aware
of privacy and data protection regulations. They are willing to trade off privacy for
pedagogical benefits, and they trust their academic institutions, but they want
transparency. Age, a sense of security in the academic institution, behaviour, data misuse
concern and institution management of students' personal information are the significant
predictors for a privacy trade-off. It is important to engage students in the process as they
are the main beneficiaries of LA and build trust between them and the institution.

Implications for practice or policy:

e Academic institution should actively provide information to raise privacy awareness.

e Academic institutions should engage students in the process of using LA to create a
high degree of trust.

e  Universities should endorse LA policy, fostering it for pedagogical purposes.

e Instructors may utilise LA to enrich student learning, respecting their willingness to
share pedagogical data.

e Academic institutions should provide a high level of transparency in order to build
students’ trust in their institutions.
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Introduction

The use of learning analytics (LA) has increased rapidly during the last decade in higher education (Baek
& Doleck, 2023). LA includes the measurement, collection, analysis and reporting of data about students.
The data collected are used by academic institutions for pedagogical and administrative purposes
(Romero & Ventura, 2020). Recently, during the COVID-19 pandemic, there was further use of these
technologies for teaching and learning (Caspari-Sadeghi, 2023). This was because most universities were
compelled to quickly transfer their teaching from traditional face-to-face courses to online courses in
order to provide uninterrupted education. The accelerated use of technologies therefore further enabled
academic institutions to collect data on students and their academic activities (Soffer & Cohen, 2019).

LA facilitates the adaptation and improvement of both student learning and lecturers' teaching practices
(Khalil et al., 2024) providing pedagogical benefits to students. These include ongoing monitoring of their
learning activities, providing feedback on their assignments and adjusting the learning contents to their
needs (Gursoy et al., 2017; Schumacher & Ifenthaler, 2018). Despite the pedagogical benefits of LA for
students, there is concern that students' privacy may be intruded (Drachsler & Greller, 2016), particularly
as academic institutions often do not disclose their data collection processes (Fisher et al., 2014). Studies
have indicated that students desire transparency and would like to be informed on the data collection
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processes, as well as the type of data that has been collected (Roberts et al., 2016). Nevertheless, students
are interested in and hope to benefit from the information gathered in the learning management systems
for their studies. They also express confidence in their academic institutions to protect their data and
prevent its improper use (Fisher et al., 2014; Tsai et al., 2020). In summary, using LA technologies to collect
students' data for learning and teaching purposes may promote students' learning outcomes but also
intrude on students' privacy. Students are therefore positioned to analyse the costs and benefits related
to this information trade — a process known as the privacy trade-off.

The privacy trade-off has also been studied in various fields using information and communication
technology (ICT), such as social network services, e-commerce and e-shopping and mobile applications
(Bol et al., 2018). However, studies regarding the privacy trade-off in higher education to better
understand the type of personal data students are willing to share in exchange for pedagogical benefits
is still limited. Those that exist emphasise the need for transparency, trust, and the raising of awareness
regarding the type and purpose of data used by academic institutions.

This study aimed to (a) explore students’ behaviour and perceptions towards privacy and data protection
when using LA for pedagogical needs, (b) examine the privacy trade-off as represented in students'
willingness to share personal information in exchange for receiving academic services (pedagogical and
administrative) and (c) understand the predicting variables for the privacy trade-off. Consequently, the
findings will significantly enhance our understanding of the dynamics between student willingness to
trade off their privacy for pedagogical benefits and the development of university policies for the adoption
of LA in higher education. This will assist in crafting more effective learning and teaching policies that align
with both the educational aspirations of students and the strategic objectives of institutions.

Literature review
Privacy in the digital world

The core of LA is collecting and using data on students (Botnevik et al., 2020). In addition to administrative
needs, these data allow for the tracking of students’ learning activities, which helps to better understand
their learning patterns and provide more personalised and adaptive learning experiences (Tsai et al.,
2020). However, when dealing with the issue of collecting and analysing data on students, the challenges
of privacy arise. In recent years, although ICT in general and big data and LA have rapidly made inroads
into higher education, privacy and ethical issues have become core to the debate, due to their reliance on
significant amounts of sensitive student data. Questions have been raised concerning students’ rights,
awareness and preferences regarding their privacy (Alzahrani et al., 2023).

Privacy is one of the most important values in democratic societies, which provides the individual the right
to be independent. There is no single definition to privacy; it is related to philosophical, social,
political,and legal discussions. The literature shows that the concept of privacy is not a universal one
(Belanger & Crossler, 2011; Shukla et al., 2022). It changes over time and across cultures (Antén et al.,
2010). The most famous definition of privacy, on which later ones have been based, was given by the
American lawyers Warren and Brandeis (1890, p. 193): “the right to be let alone”. With time, the definition
of privacy has been expanded to include additional issues. For example, Westin (1967, p. 7) described
privacy as “the claim of individuals, groups or institutions to determine for themselves when, how, and to
what extent information about them is communicated to others”. This definition includes the critical
element of data security that in the age of information technologies dominates the discussion of privacy.
It is also the freedom of an individual to choose which agents can access specific bits of their own
information. Privacy is also about the right to know who collects this information, why the information is
being collected and how it will be used (Jones et al., 2020; Vu et al., 2019).

In 2018, due to the rapid penetration of innovative technologies, the privacy regulations were extended

by the European Parliament in the General Data Protection Regulation (European Parliament and Council
Regulation, 2016). The aim was to provide a more comprehensive and extensive protection of online
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personal data and how to use it for purely legal purposes (Bharti & Aryal, 2023; Crutzen et al., 2019). Many
institutions, including schools and universities, had to follow these regulations and invest resources in
implementing them.

The concept of privacy consists of different aspects and can be described as an interest in different
dimensions: privacy of the person, which pertains to the integrity of an individual's body; privacy of
personal behaviour, which relates to all aspects of behaviour, particularly sensitive matters such as sexual
preferences and habits, political activities and religious practices, in both private and public places; privacy
of personal communications, which concerns an individual’s interest in being able to communicate, using
various media without routine surveillance of their communications by others; and privacy of personal
data, which involves control over who has access to an individual’s personal data (Kokolakis, 2017;
Presthus & Sgrum, 2018).

The impact of LA on privacy and data protection in higher education

Data collection become a core issue with the high usage of learning management systems (LMSs) into
academic institutions. LMSs are used in most universities to support hybrid or online environments in
teaching and learning. The students interact with the course content (e.g., assignments, reading files,
videos lessons) as well as with collaborative tasks and discussions in forums and other communication
channels (Cohen et al., 2022). LMSs capture the students’ activities, which were described by Norris (2011,
p. 1) as "digital breadcrumbs". There are four types of information collected about learners: (a) personal
characteristics, such as academic performance; (b) actions in the learning environment, such as accessing
links and course materials; (c) learning and assessment measures, such as grades in courses; and (d)
interactions with teachers and peers, such as activity in forums or social networks (Ifenthaler, 2015). The
analysed data is available to the instructors, who can then intervene and provide feedback and
recommendations to students to improve their learning. Studies have indicated that using LA through an
LMS has assisted universities in helping students to improve their academic achievement and in reducing
dropout rates (Campbell et al., 2007; Macfadyen & Dawson, 2010). For example, it was found that the
frequency of access to the LMS, the monitoring of study materials, the identification of the pace of
learning and assignment grades can predict the performance of students. Namely, this analysis allows
students to receive feedback on their learning and encourages them to improve their academic
achievements (Smith et al., 2012).

Despite the many advantages of using LA in higher education, there are important concerns regarding
privacy and data protection (Falcao et al., 2019). Rubel and Jones (2016) found that there are four main
issues that universities need to take into consideration when using sensitive data on students in order to
protect them from inappropriate use: (a) monitor and control authorised staff that have access to the
data; (b) provide a justification for collecting and storing the data; (c) explain how the data will benefit
students and the academic institutions; and (d) be transparent in your activities so that students are aware
of how their data is collected and used. Indeed, it is recommended to engage students in the process and
allow them to have control over the collected data (Pardo & Siemens, 2014). Drachsler and Greller (2016)
expanded these issues and added the following: ask for an informed consent letter from the students,
anonymise the data as much as possible, implement technical procedures to ensure privacy and data
protection and verify that external parties with access to the data are obliged to follow privacy
regulations. Indeed, implementing data protection regulations in academic institutions should be
considered as a service that will increase trust among students.

Students’ perceptions towards privacy and data protection

Students have the right to protect their privacy and know what data is being collected about them as part
of their academic studies (Slade & Prinsloo, 2013). They are one of the main stakeholders in LA; thus, their
voice in the decision process regarding the type of data collected and its purpose should be taken into
consideration (Botnevik et al., 2020). Academic institutions are facing this delicate situation; they would
like to improve learning by using LA while ensuring students’ privacy and data protection. Several studies
have highlighted this issue and have explored students' privacy perceptions when using LA for academic
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needs (Lim et al., 2021; Pardo & Siemens, 2014). Such studies have found that most students are not
aware of their privacy rights or have knowledge about their right to consent to data collection about them
(Jones et al., 2020; Korir et al., 2022). They also are not aware of the process of data collection as well as
the type of data collected in the LMS in their institution (Falcao et al., 2019). Furthermore, they express
general fear of the use of their data (e.g., sharing personal photos, home address, personal phone
number). However, when students are informed about the type and purpose of data collection, they react
positively to the institutional use of their data to enhance learning (Korir et al., 2022) and express trust in
their academic institution (Falcao et al., 2019; Korir et al., 2023). Indeed, research indicates that students
expect transparency from their academic institutions and wish to be involved in the LA process.
Nonetheless, these institutions do not always consider their students' opinions during the data collection
process (Roberts et al., 2016; Tsai et al., 2020).

Privacy trade-off

The integration and use of ICT in higher education for learning purposes, alongside the challenges arising
from the desire to protect user privacy, is at the core of the dilemma faced by organisations as well as
individuals. What is the balance between using technology on the one hand and deriving benefits from it
on the other hand, and the conditions under which users are willing to forfeit their privacy? This dilemma
is known in the literature as the privacy calculus theory (Laufer & Wolfe, 1977). According to this theory,
individuals disclose personal information based on a cost-benefit trade-off which considers the
associations between the perception of privacy risks, the benefits of data use and the willingness to share
personal information (Korir et al., 2022; Tang & Ning, 2023). The literature considers the privacy trade-off
as a rational process of decision-making where users are carefully analysing the costs and benefits related
to the information trade. The costs are typically viewed as a loss of privacy, whereas the benefits
represent the added value or advantages individuals anticipate in return for sharing private information
(Pentina et al., 2016).

The trade-off between privacy and the learning benefits in LA is significant. LA offers substantial benefits
to students, particularly when personal data is utilised to tailor educational experiences. By providing
personal data, students can receive personalised learning paths, targeted feedback and early
interventions designed to meet their specific needs. For instance, detailed analysis of student interactions
within digital environments can significantly enhance self-regulated learning strategies by providing real-
time feedback and individualised support. Combining administrative data, such as demographics and test
scores, with learning process data like keystrokes and response times, can offer profound insights into
student behaviour and learning processes, allowing educators to address educational inequities more
effectively (Osakwe et al., 2024; Slade et al., 2019). Ifenthaler and Schumacher (2016) found that students
are willing to share their personal data and trade off privacy in exchange for receiving information that
will improve their learning, specifically for personalised learning. Indeed, another recent study found that
students positively reacted to personalised educational feedback enabled by LA (Lim et al., 2021).
However, they are willing to share only data related to their studies and not data related to their
behaviour, which traces their network activities.

Nonetheless, the use of personal data in LA raises privacy concerns. Students worry about surveillance,
the purpose behind data collection and who has access to their information. Research indicates that
students prefer to control their data and are particularly concerned about the privacy implications of
detailed tracking. When personal data is not used, LA can still provide useful insights, but the level of
personalisation and the ability to offer targeted interventions are significantly diminished. Aggregated
and anonymised data can help identify broader trends and improve educational practices, yet
interventions based on this generalised data may not be as effective as those tailored to individual needs.
Thus, although non-personal data can contribute to overall improvements in educational strategies, the
most significant benefits for students are realised when personal data is utilised responsibly and ethically
(Regan & Jesse, 2019).
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The privacy trade-off has been studied in various fields using ICT such as social network services, e-
commerce and e-shopping and mobile applications. However, studies examining online learning in the
field of higher education are still limited.

The research aims and questions

This study explored students’ behaviour and perceptions towards privacy and data protection derived
from using LA for pedagogical purposes. It investigated the privacy trade-off, in which students are willing
to share their data for learning in return for pedagogical benefits. Therefore, the research questions (RQs)
were:

e RQ1: What are the students' perceptions about their privacy and data protection when using LA
at their academic institution?

e RQ2: To what extent are students willing to exchange their data for pedagogical needs?

e RQ3: What is the correlation between students' willingness to use their data in exchange for
learning needs and their awareness, behaviour, perceptions and feelings towards privacy?

e RQ4: Which variables predict students' willingness to trade off their privacy for their pedagogical
needs?

Methodology
Sample

The study sample consisted of 1,014 students (62.7% of whom were undergraduate students) from three
higher education institutes in Israel. The student population was heterogeneous, coming from different
disciplines: 37.3% are in science disciplines (engineering, exact and life sciences, and medicine), while
62.7% are in the social science and humanities faculties. The composition was 54% female, 45% male, and
1% other. The mean age was 29.56 years (SD = 10.56), including 66% aged between 20 and 30. An online
guestionnaire was distributed through social networks, in WhatsApp and Facebook students’ groups, with
an invitation to participate voluntarily and anonymously.

Procedure

The research was conducted quantitatively using an online questionnaire asking students about their
privacy perceptions regarding the use of academic data through LA. The questionnaire was formulated
based on the privacy calculus theory (Laufer & Wolfe, 1977), which is considered as one of most important
and famous theoretical frameworks to be used. It focused on student awareness of privacy regulations,
their privacy behaviour and the privacy trade-off for pedagogical needs. The questionnaire was voluntarily
and anonymous. It was developed and validated during the study.

Notably, the development of the questionnaire items was conducted through a rigorous process that
involved a literature review (e.g., Ahituv et al., 2014; Laufer & Wolfe, 1977; Schumacher & Ifenthaler,
2018), along with one-to-one in-depth interviews with seven independent experts in the fields of higher
education, LA and privacy and data protection. Subsequently, consultation with the seven experts
resulted in a list of potential items, which were then refined by the three project team members and
experts to ascertain whether there was any pertinent content that may have been missed. Once the
suggestions were incorporated, an online version of the questionnaire was tested for content validity
using a pilot group of 31 heterogenous students from various degrees, disciplines, genders, ages and
academic institutes. Based on the results, an updated version of the questionnaire was formulated and
distributed through social media (Facebook and WhatsApp) during March 2020 to various students from
different higher education institutions (N = 1,014). The questionnaire was accessible online for 1 month
to students, who were invited to respond voluntarily. The Research Ethics Board of our university granted
approval for this procedure.
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The questionnaire

The questionnaire consisted of 85 items on a Likert scale (1 = not at all to 5 = to a very large extent)
assessing students' perceptions and awareness of privacy protection as well as their willingness to trade
off their privacy for pedagogical benefits. The questionnaire was composed of five parts: (a) demographic
data; (b) technology usage (a = 0.824); (c) privacy awareness on the Internet (a = 0.713); (d) privacy
perception (a = 0.666); (e) privacy trade-off for pedagogical needs (a = 0.940).

(1) The first part collected the demographic data, such as academic affiliation, learning discipline,
age, and gender.

(2) The second part dealt with the main uses of ICT and consisted of 29 items in order to
understand the students’ behaviour. Most of the items (except for four) used Likert scales;
participants were required to rate the degree of use of the technologies, over a sequence of
five categories: 1 = not at all, 2 = to a small extent, 3 = to a moderate extent, 4 = to a large
extent and 5 = to a very large extent. Additionally, students were asked about the use of
technologies for general and academic needs, the length of time they spent on the Internet and
the social networks they use.

(3) The third part of the questionnaire comprised 21 items focusing on students' feelings,
experiences, perceptions and awareness regarding privacy. Students' feelings were examined
through students' sense of concern working online and their need for protection and security
using a 1-5 Likert scale (1 = disagree, 5 = agree to a very large extent) and yes/no questions for
experiences of privacy abuse. Their online behaviour, including password sharing, use of
protection software and personal data sharing on the Internet and academic platforms, were
explored. Binary questions (yes/no) and a binary variable (1 = no, 2 = yes) were used for
behaviours such as profile publication on social networks. The degree of privacy awareness was
examined through the students’ familiarity with privacy protection regulations (European
Parliament and Council Regulation, 2016) and behaviours indicating awareness of the need to
preserve their privacy, such as reading privacy policies. This familiarity and awareness were
measured on a 1-5 Likert scale, where 1 = not at all and 5 = to a very large extent, particularly
through two items that assessed the frequency of reading privacy policies of Internet sites they
visited.

(4) The fourth part examined students' privacy perceptions through seven statements relating to
student trust, the degree of security in the Internet space and academic online systems, the
desire for transparency and their attitudes towards the protection and treatment of academic
institutions in their systems. These items used 1-5 Likert scales where 1 =not at alland5=to a
very large extent.

(5) The fifth part dealt with students’ willingness to share personal information for addressing
academic needs. It examined the degree of students’ willingness to share information with
academic stakeholders, the use of information for academic benefits and services and sharing
information for receiving pedagogical information. This section consisted of 28 items on a 1-5
Likert scale that checked their readiness where 1 = not at all and 5 = to a very large extent.

Data analysis

The students' responses to the questionnaire were analysed based on the main dimensions of the privacy
calculus theory (Laufer & Wolfe, 1977) using SPSS version 23. Additionally, exploratory factor analysis
(using the principal component analysis method) with a varimax rotation and standardised values (z
scores) was used to simplify the variables and form clusters with shared significance, thereby reducing
the number of variables related to students' perceptions (about their privacy and willingness to trade-off
their privacy for pedagogical benefits) into groups of factors (Table 1). Four new variables were created:
feelings, behaviour patterns, awareness and attitudes towards privacy. To answer RQl and RQ2,
descriptive statistics were performed regarding privacy perceptions, awareness and data protection, as
well as correlation tests to find relationships between privacy awareness (familiarity with privacy
regulations and behaviour) and their perceptions of privacy and data protection by their academic
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institution (transparency, data protection, trust and security). A Pearson test was conducted to explore
the relationships between privacy perceptions and privacy trade-off variables to answer RQ3. Notably,
the correlation analysis was used to identify basic relationships between variables, serving as a foundation
for the subsequent, more comprehensive multiple regression analysis. For RQ4, a regression analysis was
conducted to identify the variables that predict students' willingness to use their data for their academic

needs (Figure 1).

Table 1

The variables included in the study from the factor analysis

Variable Variable name Description Operalisation
Independent variables
Demographics Age Continuous number
Gender Male, female and other
Education Undergraduate,
graduate, PhD and
vocational diploma
Discipline All disciplines as

reflected in nine
faculties

Privacy and data
protection perceptions

Data protection

Binary —yes/no

Anxiety Concern from data misuse Binary — yes/no
Privacy abused 1-5 scale
Sense of security on the 1-5 scale
Internet and the institution
sites
Behaviour Type of data shared Select list from 14
types of data
Sharing passwords Binary — yes/no
Use of protection software  Select list from 7
options + not use
Publishing a personal 1-5 scale
profile on the Internet
Awareness Familiarity with privacy 1-5 scale
laws and regulations
(European Parliament and
Council Regulation, 2016)
Reading of privacy policies  1-5 scale
Feelings Privacy violation by using 1-5 scale
the Internet
Transparency from the 1-5 scale
institution
Trust in the institution 1-5 scale
Personal information 1-5 scale
management by the
academic institution
Data monitoring 1-5 scale
Dependent Students' privacy trade-off The degree of willingness 1-5 scale
variable — willingness to share data  that the institution will use

with the institution in
return for pedagogical
benefits

students' data
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Figure 1. The research model showing the variables that predict students' privacy trade-off for
pedagogical benefits

Results

Students' perceptions about privacy and data protection of LA at their academic institution

(RQ1)

Four main themes were explored with regard to students’ perceptions towards privacy and data
protection: (a) the degree of students’ privacy awareness, including familiarity with privacy regulations;
(b) students’ privacy and data protection perceptions of their academic institution, including the level of
transparency from their academic institution; (c) the degree of trust in the academic institution; and (d)
the degree of security in data protection.

The results indicate that most of the participating students do not read and are unaware of the privacy
regulations in general (69%) and the privacy consent of the academic institutions in particular (77%).
Students’ awareness of privacy and data protection was examined through three main variables: the
degree of the academic institution’s control over data transfer, the degree of willingness to provide the
academic institution with access to personal information about the students; and the degree of
willingness to collect and analyse this data. It was found that most students (73.9%) feel that their
academic institution should control data transfer to increase security and data protection. Moreover,
most students (62.5%) feel that their privacy will not be intruded upon due to data collection and analysis
by their academic institution. Additionally, an analysis was conducted on the students' perceptions of
allowing the academic institutions full access to their academic data. The results show dual perceptions,
where 51.2% of the students do not think that the academic institutions should have full access to their
data, while 44.5% of the students perceived that the academic institutions could have full access to their
data.
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Regarding the academic institutions, most students (64.4%) perceived the need for transparency as high
and very high degree (4-5 on the Likert scale), about the data collected on them, including how it is used
and for what purposes. Moreover, 42.3% of the students perceived that their data is protected by the
academic institution to a very high degree (4-5 on the Likert scale). Additionally, 53.4% of the students
trust that their academic institution will use their data in an appropriate manner (e.g., for pedagogical
purposes). Notably, regarding the students’ sense of security on the Internet, most of them (50.5%)
indicated that they did not feel secure regarding their data protection. Figure 2 presents the averages and
the standard deviation of the above perceptions.

The importance of transparency in student data... T 13(1.80)
Students’ trust in their academic institution T 3 28(1.56)
The academic institutions should monitor the... T 3.22(1.47)
Students’ data is protected by the academic institution N 3.01(1.46)
The academic institutions should have full access to... T 2.38(1.25)
Students feel secure regarding their data protection... A > 37(1.18)
Students aware of the privacy regulations N 2.21(1.03)
Students’ privacy do not be intruded due to data... NN 1.91(1.26)
Students aware of the university's privacy policy Y 1.79(0.97)

00 05 10 15 20 25 3.0 35

I;'igureAZ. Student perceptions about privacy and data protection of LA at their academic institution (N =
952)

Interestingly, no significant correlations were found between privacy awareness (familiarity with privacy
regulations and behaviour) and their privacy and data protection perceptions of their academic institution
(transparency, data protection, trust and security).

Students’ willingness to exchange their data for pedagogical needs (RQ2)

The results show (Figure 3) that most students (68.3%) are willing to share their data with their academic
institutions for pedagogical purposes, including feedback on assignments (M = 3.68, SD = 1.25),
recommendations for improving learning and passing the course, such as preferred content and topics (M
=3.46, SD = 1.32), ranks for the course content (M = 3.41, SD = 1.33) and for additional learning materials
(M =3.40, SD = 1.31). Notably, the students were willing to a very low degree to share their data, such as
for suggestions of other students’ names with whom to learn (M = 2.19, SD = 1.27).

Receive feedback on assignments EEEEEEES—————————EEESESSSESSSS 3,66
Learning recommendations that will assist you... e ————ssssssss—— 3 .46
Receive information about the rating of the... T ———————————————————————————  3.41
Recommendations for additional learning T  —————————— 3
Notes on content you have learned in other... - ——————ssssssssssssss——— 3,39
Recommendations on other courses mEETETETETEEEEEEEEEEEEEEE——————— 3,38
Schedule presenting the academic status and... EE  —————————————— 3 3D
Estimated time to complete a task T T ——————————————————— 3.3 ]
Duration of time presence in the system I S . /9
Comparative information between you and... - ————————— ). 9
Suggestions for student names to study with T S S  ———— .19

0 0.5 1 15 2 2.5 3 3.5 4

I;'igureA3. Students’ degree of willingness to share their personal data in order to receive pedagogical
information (N = 952)
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When exploring the authorised stakeholders who could have access to the students’ data, it was found
that most of the students recognised to a low degree (1.82 < M < 2.87) the importance of sharing their
data with various academic institution stakeholders. As presented in Figure 4, the highest scores were
given to teaching instructors (M = 2.87, SD = 1.32) and teaching assistants (M = 2.72, SD = 1.39), as well
as researchers (M =2.52, SD = 1.29), although the lowest scores were given to administration stakeholders
such as librarians (M = 1.82, SD = 1.09), the students’ registration department (M = 2.12, SD = 1.21),
university management (M = 2.13, SD = 1.2), and the academic secretary (M = 2.36, SD = 1.23).

I, 2 57

Lecturer of the course

I, - 72

Course assisstence

I s

University researchers

I, 236

Academic Secretary

I 213

University Manage ment

Department of Registration and Student _ 2132

Administration

I 182

Librarians

] 05 1 15 2 2.5 3 3.5
1-not at all, 5-very high degree

Figure 4. The degree of importance to which students think various stakeholders in the academic
institution should have to access their data (N = 948)

The correlation between students' willingness to use their data in exchange for learning
needs and their awareness, behaviour, perceptions and feelings towards privacy (RQ3)

Pearson tests (Table 2) reveal positive moderated significant correlations between students’ willingness
to share their data for pedagogical purposes and their sense of security (r = 0.33, p < 0.01) and their
personal information management by the academic institution (r = 0.371, p < 0.01). Thus, the more
students are confident about the protection of their information online and the role of the academic
institution in supervising their data, the more they are likely to consent to its use. Interestingly, a negative
weak significant correlation was found between age and student willingness to share data for pedagogical
purposes (r = -0.168, p < 0.01). Another negative weak significant correlation was found between
students’ behaviour to share their data on the Internet and their willingness to share data for pedagogical
purposes (r=-0.121, p < 0.01).
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Table 2
Pearson correlation between students’ willingness to share data for pedagogical purposes and age,
awareness, behaviour, perceptions and feelings towards privacy (N = 999)

Variable Willingness to share data
Age -.168**

Anxiety — Sense of security .330%*

Anxiety — Privacy abused -0.041

Behaviour — Types of data shared - 121%*

Behaviour — Use of protection software -0.042

Privacy awareness — Familiarity with privacy law and regulations

(European Parliament and Council Regulation, 2016) -0.027
Awareness — Reading privacy policy -.088**
Anxiety — Concern from data misuse -102**

Feelings — Personal information management by the academic institution = .371**
*p < 0.05. **p < 0.01.

The variables that predict students' willingness to trade-off their privacy for their
pedagogical needs (RQ4)

A multiple regression was conducted in order to explore the variables which predict the students’
willingness to trade off privacy for pedagogical needs. Five independent groups of variables were included
in the regression: demographics, feelings, behaviour, awareness and perceptions towards privacy. As
presented in Table 3, in the regression model, five significant variables were found: the students’ age —
from the demographic group (B =-0.19, SE = 0.004, p<0.01); sense of security — from the feeling group (B
= 0.297, SE = 0.047, p<0.01); type of data shared — from the behaviour group (B = -0.200, SE = 0.044,
p<0.01); privacy concerns from data misuse — from the perception group (B = 0.127, SE = 0.047, p<0.01)
and personal information management by the academic institution — from the privacy perception group
(B =0.427, SE = 0.048, p<0.01). The regression model is significant and predicts the students’ privacy
trade-off, explaining 25% of the variance (adjusted R? = 0.254, p<0.01, F(9,712) = 29.93).

Table 3
Multiple regression for predicting students' willingness to trade off their privacy for their pedagogical
needs (N = 721)

Variable B SEB B

Age -0.019  0.004 -0.154**
Anxiety — Sense of security 0.297 0.047 0.221%*
Anxiety — Privacy abused 0.013 0.048 0.009
Behaviour — Type of data shared -0.200 0.044 -0.148**
Behaviour — Use of protection software -0.067 0.044 -0.049
Privacy awareness — Familiarity with privacy law and regulations -0.001 0.044 -0.001
(European Parliament and Council Regulation, 2016)

Privacy awareness — Reading privacy policy -0.067 0.045 -0.050
Anxiety — Concern from data misuse 0.127 0.047 0.094**
Feelings — Personal information management by the academic 0.427 0.048 0.313**
institution

*p < 0.05. **p < 0.01.

Discussion

The rapid adoption of LA in higher education (Korir et al., 2023), especially during the COVID-19 pandemic,
has highlighted privacy and data protection concerns. Although LA enhances student learning, it can also
compromise their privacy. Notably, LA can operate without revealing personal information, although this
limits the data to broad group insights, useful only for refining teaching strategies and providing
comparative performance overviews. Conversely, using identifiable details with LA allows for customised
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learning experiences, tailored guidance on content and adaptive learning styles, enhancing engagement
and reducing dropout risks. This dilemma is central to the debate over the privacy trade-off. Therefore,
this study explored students’ perceptions towards privacy and data protection (awareness, behaviour,
feelings, anxiety), as well as their willingness to trade privacy for pedagogical benefits that can enhance
their academic success.

Students' perceptions about privacy and data protection of LA

Studies have shown that most citizens are not aware of privacy and data protection regulations (Markovic
et al., 2019; Presthus & Sgrum, 2018; Reis et al., 2018). Our study, which focused on students in higher
education, strengthens and elaborates on previous findings by showing that most students, like other
citizens, are not aware of privacy and data protection regulations. Moreover, as was revealed from RQ1,
students are less aware or do not read at all the privacy consent information of their academic institutions.
Notably, understanding the level of students’ privacy awareness is significant due to the major impact it
has on their privacy behaviour (Jones et al., 2020; Korir et al., 2023).

As reflected in RQ1, the students in this study perceive that their data is protected by their academic
institutions but expressed their desire for data transparency in terms of collecting, analysing and using
the data (OKorir et al., 2023; Slade et al., 2019; Sun et al., 2018). Additionally, it was found that students
perceived a high sense of security regarding their privacy and data protection in their academic institution
(Fisher et al., 2014). They also believe that their data is treated properly, specifically for pedagogical
purposes (Vu et al., 2019). It should be noted that a high level of perceived transparency among students
is important for building their trust in their academic institutions (Drachsler & Greller, 2016; Slade et al.,
2019). Therefore, academic institutions should take these findings into account when developing and
implementing privacy and data protection policies. For example, they should actively provide information
to raise privacy awareness by incorporating targeted educational programs and workshops about privacy
and data protection regulations, as well as engage students in the process of using LA to create a high
degree of trust (e.g., clarifying the type of data that is collected, its purpose and how it is used). This
approach will ensure that students are not only informed but also educated on how to safeguard their
personal information, aligning with the critical gaps identified in our findings regarding students' lack of
knowledge in this area.

Students’ willingness to exchange their data for pedagogical needs

The results of this study (RQ2) validate and support the claim that students are willing to share their data
in exchange for pedagogical benefits (Ifenthaler & Schumacher, 2016; Slade et al., 2019), such as receiving
online feedback, dedicated learning materials and personal support during their studies according to their
needs. Specifically, this study reveals the variations in students’ perceptions regarding the specific
stakeholders with whom they are willing to share their data for pedagogical needs. The results emphasise
that students prefer to share their data with their instructors, teaching assistants and researchers (Jones
et al., 2020) more than with management and administrative staff (e.g., academic secretary, registrations
and librarians). In concordance, students are willing to share their pedagogical data (e.g., feedback on
assignments, recommendations that assist them in passing courses) more than their personal data (e.g.,
duration of time spent in the online academic system, comparative information between them and their
peers and names of other students with whom they are suited to study).

An interesting aspect of this research was the examination of the relationship between the role of
academic institutions in privacy and data protection and student perceptions thereof. The findings for
RQ3 indicate a positive correlation between students' confidence in the protection of their personal
information and the supervisory role of the academic institution over their data, and their likelihood to
consent to the use of such data. The rationale behind employing LA for pedagogical purposes is
multifaceted, aiming to personalise learning experiences, optimise educational pathways and enhance
academic outcomes through data-driven insights (Papadopoulos & Hossain, 2023). Consequently, it is
imperative for higher education institutions to employ LA to enhance student learning experiences. This
should be done with respect to students' willingness to share pedagogical data, while also promoting
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policies on LA that are specifically designed to foster educational purposes, thereby ensuring a balanced
integration of technology with educational objectives.

Students' willingness to trade off their privacy for their pedagogical needs

Students expressed that their primary motivation for accepting the trade-off between privacy and
educational benefits is their aspiration to achieve academic success (Ifenthaler & Schumacher, 2016). This
stance is reinforced by the results of RQ4, which reveal that students are reluctant to share their data
unless it directly contributes to their learning enhancement.

The study found five significant predictors for this trade-off: age — the younger the students are, the more
they are willing to trade off privacy for pedagogical benefits; the type of data shared — students’
willingness to trade off personal information decreases as the information becomes more personal (and
less pedagogical); and students are more willing to trade off privacy for pedagogical benefits — if their
sense of security in the academic institution is higher, they have a more positive perception of the way in
which their data is managed by the academic institution and they have fewer privacy concerns about data
misuse (Figure 5).

Privacy Trade-Off

Not Predicted

Gender, Discipline, Education

Data protection, Privacy abused

Sharing password, Use of protection software,

Publishing the profile on the Internet; Predicted

¥" Familiarity with privacy regulations (GDPR), Reading
privacy policy

¥" Privacy violation, Transparency, Trust, Data

monitoring

AV NN

Age

Concern from data misuse

Sense of security on the Internet and the institution
Type of data shared

personal information management by the academic
institution

ANENENENEN

Figure 5. Privacy trade-off predictors

The present study contributes both theoretically and practically to the understanding of the privacy
calculus theory, initially introduced by Laufer and Wolfe (1977). This theory offers a comprehensive
framework for understanding the complex decision-making process individuals engage in when evaluating
the benefits and risks associated with disclosing personal information. Within the academic context, this
theory illuminates the divergent expectations and concerns of key stakeholders, namely students,
teachers and policymakers. Students are often found to balance their desire for a personalised and
improved learning experience against apprehensions concerning the security and application of their
personal data (Ifenthaler & Schumacher, 2016). They anticipate that institutions will safeguard their
privacy while harnessing data to bolster academic achievement. In navigating the delicate balance
between using student data for pedagogical improvement and maintaining student privacy, teachers seek
access to relevant data that informs teaching methods without breaching ethical norms. Policymakers in
academic settings face the challenge of developing policies that harmonise these interests, ensuring data
is utilised ethically to advance educational objectives while instituting rigorous data protection measures
(Jones et al., 2020). It should be noted that in scenarios without personal information, LA can aggregate
data to overview a learner group, aiding instructors in refining teaching strategies and providing learners
insights into their relative performance. On the other hand, incorporating identifiable details allows LA to
tailor personalised learning experiences, offering precise guidance on content, learning styles and
challenges to enhance engagement and reduce dropout risks. Thus, the application of the privacy calculus
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theory underscores the complex challenge of reconciling these diverse expectations, emphasising the
importance of transparent communication and robust privacy measures to foster a trust-based
educational ecosystem. This includes, for example, anonymising the data as much as possible, monitoring
and controlling which authorised staff have access to the data and implementing technical procedures to
ensure privacy and data protection.

This study was conducted based on a questionnaire and analysed quantitatively. Further research is
needed to elaborate on the results using open-ended questions and qualitative methods. It was also
conducted nationally; thus; it is not representative on an international level. Further international
research will provide more cultural insights regarding students’ perceptions towards privacy and data
protection in light of the rapid penetration of emerging technologies in higher education. Moreover, it
would be interesting to conduct a similar study to explore the perceptions of the teaching staff on these
issues.

Understanding students’ perceptions of their privacy protection is crucial as they are the main
beneficiaries of the data produced by the LMS. Therefore, it isimportant to engage students in the process
of implementing LA in higher education (Ochoa & Wise, 2021) and build trust between them and the
institution regarding privacy and data protection (Slade et al., 2019). Looking to the future, students’
attitudes towards data protection and privacy are among the critical factors that will shape the policies
and practices governing the successful use of LA in higher education. Specifically, the rapid penetration of
generative artificial intelligence into higher education and its effects on LA have raised significant
concerns. Additionally, a follow-up study focusing on the teaching staff’s perceptions of this issue,
specifically, their feelings (e.g., perceived threats, challenges and incentives) regarding the quality of
teaching with LA-based artificial intelligence, could offer a valuable complementary perspective that
contributes to more holistic policy recommendations (Chan, 2023).
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